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Online Tracking
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What if we block cookies?
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Cookie Blocking
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Browser Fingerprinting
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Countering Fingerprinting is Hard!
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Countering Fingerprinting is Hard!
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Remove 
APIs

Normalize 
APIs

Randomize 
APIs

Sophisticated JS analysis is 
difficult & time consuming

Limit website functionality 
& cause breakage



Detecting Fingerprinting Scripts
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[canvas fingerprinting]
canvas width, height >= 16 px
calls to save, restore = None
[Blocked]

Heuristics as ground truth[1]

Accuracy

Coverage
[1][CCS’16] Online tracking: A 1-million-site measurement and analysis



Detecting Fingerprinting Scripts
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[canvas fingerprinting]
canvas width, height >= 16 px
calls to save, restore = None
[Blocked]

Heuristics as ground truth[1]

Accuracy

Coverage

Accuracy & Coverage 
Issues

[1][CCS’16] Online tracking: A 1-million-site measurement and analysis
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APIs with fingerprinting 
potential

Detecting Fingerprinting Behavior

HTML canvas element 

Network request with 
fingerprint
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Syntactic Representation
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Source as a signal of functionality

People write code differently

Code normalization with 
Abstract Syntax Trees 

(ASTs)

ArrayExpression:monospace

MemberExpression:font MemberExpression:length

MemberExpression:width

MemberExpression:measureText

ForStatement:var CallExpression:canvas

MemberExpression:getContext



Semantic Representation
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Execution as a signal of functionality

Frequency  +  Higher-level semantic of APIs

Document.createElement True

CanvasRenderingContext2D.measureText 7 (no. of chars)

CanvasRenderingContext2D.measureText True

HTMLCanvasElement.width 100

Element Tag Name canvas

HTMLCanvasElement.width True

HTMLCanvasElement.height True

HTMLCanvasElement.getContext True

CanvasRenderingContext2D.measureText 50 (no. of calls)

HTMLCanvasElement.height 100



Syntactic vs Semantic
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Obfuscated Semantic representation

Program

VariableDeclaration ExpressionStatement ForStatement

Identifier

ArrayExpression

BjXDoA== W5TCsBVQ

BlockStatement

ExprerssionStatement ExpressionStatement

_0x3284af MemberExpression

MemberExpression

cXli

Syntactic representation

Dormant Syntactic representationSemantic Representation

NULL NULL

Document.createElement True

CanvasRenderingContext2D.measureText True

HTMLCanvasElement.width 100

HTMLCanvasElement.width True HTMLCanvasElement.height True

CanvasRenderingContext2D.measureText 50 (no. of calls)
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OpenWPM
instrumented Firefox

ASTs + Execution 
logs

Model 
Training

ML to automatically learn fingerprinting 
behavior

Detection + 
Measurements



Classification
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Iterative improvement

Incomplete ground truth 

Enhanced ground truth 

Iterative 
re-training

No ground truth Decision tree-based ensemble

99.9% accuracy

26% more scripts than heuristics

10% net gain with syntactic + semantic

Heuristics as ground truth[1]

[1][CCS’16] Online tracking: A 1-million-site measurement and analysis



State of Fingerprinting in the Wild
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One-third of popular websites

519 / Million ’16[1] 2,349 / 100K ‘19

Websites that use ads for monetization

Popular trackers & Ad fraud services 

How much?

Where?

Who?

14% News

DoubleVerify Integral Ad Service

[1][CCS’16] Online tracking: A 1-million-site measurement and analysis
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Key Takeaways

Syntactic-Semantic representation for improved accuracy

Machine learning for automated detection 

Prevalence of browser fingerprinting 

FP-Inspector improves the state-of-the-art 
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https://uiowa-irl.github.io/FP-Inspector/
Open-source implementation & detections

Incorporated by filter lists

New fingerprinting category in EasyPrivacy

Key Takeaways

https://uiowa-irl.github.io/FP-Inspector/
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Umar Iqbal

@umaarr6
umariqbal.com

Contact details
Source & Data

uiowa-irl.github.io/FP-
Inspector/

Paper Link
umariqbal.com/papers/
fpinspector-sp2021.pdf

https://uiowa-irl.github.io/FP-Inspector/
http://www.umariqbal.com/papers/fpinspector-sp2021.pdf
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