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Displayed with HTML

Ads and trackers involve HTML, Network, and JavaScript 
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cookies set by response
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Machine Learning Based Blocking

Network layer [Bhagavatula et al. 14, Gugelmann et al. ’15]
HTTP header properties as features

presence of words like “ad” 
cookies set by response

JavaScript layer [Wu et al. ‘16, Ikram et al. ‘17] 
JS API names as features

document.cookie
element.clientWidth
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Machine Learning Based Blocking

Do not solve accuracy issues
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Cross-layer Context

Cross-layer interactions

JS (element) → Network (request)

Network (request) → HTML (response)

Building cross-layer context

Easy to link Network with HTML

JavaScript activity attribution is tricky
Network Request

HTML Element

Script Element

48



JavaScript Attribution

49

No API to attribute JavaScript to HTML and Network requests 



JavaScript Attribution

No API to attribute JavaScript to HTML and Network requests 

Stack Walking [Privacy Badger, OpenWPM]

Look at stack at points of interest

Incomplete and evadable 

e.g. eval, inline scripts

50



JavaScript Attribution

No API to attribute JavaScript to HTML and Network requests 

Stack Walking [Privacy Badger, OpenWPM]

Look at stack at points of interest

Incomplete and evadable 

e.g. eval, inline scripts

Browser Instrumentation [JSGraph ‘18]

Capture events as scripts execute

Detailed cross-layer interaction
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Chromium Instrumentation

Instrument rendering (Blink) and JavaScript (V8) engines

Build cross-layer context as a graph

HTML modifications, Network requests, JS attributions

Script nodes

Image 
requestScript 

HTML

Network nodesHTML nodes

1 1 2 5 8

Eval attribution 
to parent script

Image attribution 
to script

Edges created by HTML parser Edges created by scripts

Script Script
(eval)

Image 
HTML

Iframe 
request

Iframe 
HTML

9 10 11
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Features Extraction

Extract two types of features

Structural & Content

Structural features capture graph properties

Average degree connectivity

Content features capture node properties

https://events.bouncex.net/track.gif/bid_selected?partner=i
ndex&deployment=masthead&deal_id=106202001&price=3.50000&au
ction_number=1&ad_unit_id=26&source=ads&campaignid=917423&a
gent=user&mode=0&websiteid=340&visitid=1588398576368654&dev
iceid=2799665660403664656&pageviewid=1&sequenceid=17&client
timestamp=1588398589360&clientapiversion=tag3&device=d

https://maxcdn.bootstrapcdn.com/bootstrap/3.3.7/css/bootstr
ap.min.css
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Features Extraction

Extract two types of features

Structural & Content

Structural features capture graph properties

Average degree connectivity

Content features capture node properties

length of URL

https://events.bouncex.net/track.gif/bid_selected?partner=i
ndex&deployment=masthead&deal_id=106202001&price=3.50000&au
ction_number=1&ad_unit_id=26&source=ads&campaignid=917423&a
gent=user&mode=0&websiteid=340&visitid=1588398576368654&dev
iceid=2799665660403664656&pageviewid=1&sequenceid=17&client
timestamp=1588398589360&clientapiversion=tag3&device=d

https://maxcdn.bootstrapcdn.com/bootstrap/3.3.7/css/bootstr
ap.min.css
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Ground truth

Filter lists – despite shortcomings [Iqbal et al. ‘17, Snyder et al. ‘20] 

Manual evaluation of disagreements with classifier
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Machine Learning

Ground truth

Filter lists – despite shortcomings [Iqbal et al. ‘17, Snyder et al. ‘20] 

Manual evaluation of disagreements with classifier

Random forest classifier
10-fold cross validation
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Accuracy is more than 95.33%

Recall 86.6%  – Precision 89.1%

Disagreement analysis with filter lists 

Filter lists under block due to unknown Ad/Trackers 

AdGraph detects 43.1% new ad/tackers

Filter lists over block due to generic rules

AdGraph identifies 28.7% over blocked 

functional content

Evaluation: Accuracy

AdGraph

Filter Lists
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Evaluation: Accuracy

Filter ListsAdGraph outperforms the current state-of-the-art
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Page load time comparison (Stock Chromium and AdBlock Plus)

Makes up by request blocking & less rendering
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Evaluation: Performance

Real time ad and tracker blocking with ML
Instrumentation overhead
Classification overhead

Page load time comparison (Stock Chromium and AdBlock Plus)

Makes up by request blocking & less rendering

Faster than Chromium on 42% websites
Faster when blocks more

Faster than Adblock Plus on 78% websites
Avoids rendering overhead 

Minor overhead on most websites
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Evaluation: Performance

AdGraph improves page load time 
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Key Takeaways

Use cross-layer context to address accuracy issues

Use machine learning address scalability issues

Open source implementation

Maintained by Brave as PageGraph

Filter list generation
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Umar Iqbal
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Questions?

Paper link:
https://www.umariqbal.com/
papers/adgraph-sp2020.pdf

Source code: 
https://uiowa-

irl.github.io/AdGraph/

Contact details
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